Allowing Computer IP number through Windows Firewall

Windows inherent Firewall filters incoming network traffic to help block unwanted network connections. Optionally, the
Windows Firewall can also filter outgoing traffic to help limit the risk of malware. Although Windows Firewall default
settings work well with components built into the operating system, they might prevent other applications from
functioning correctly. Xitron has included this technote as a way for troubleshooting Client connection issues for both
our Navigator GPS/Elite and Sierra workflow products. We are using Windows 10 Pro for our directions. Older

operating systems or server editions may differ.

Step 1: Open Windows Control Panel -Double-click Windows Firewall
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Step 2: Double-click Advanced Settings
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Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network,

How does a firewall help protect my computer?

What are network locations?
l @ Home or work (private) networks Connected (&)

Networks at home or work where you know and trust the people and devices on the network

Windows Firewall state: On

Inceming connections: Block all connections to programs that are not on the
list of allowed programs

Active home or work (private) networks: |_?ﬂ sitron,org

Motification state: Motify me when Windows Firewall blocks a new
pregram

l '@ Public networks Not Connected (v)




Step 3: Select Inbound Rules, then click New Rule.
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Step 4: Select Custom Rule, click on Next.

Rule Type

Steps:

Rule Type
Program

Protocol and Parts
Scope

Action

Prefile

Name

n MNew Inbound Rule Wizard

Select the type of firewall rule to create.

What type of rule would you like to create?

) Program

Rule that controls connections for a program.

) Port

Rule that controls connections fora TCP or UDP port.

BranchCache - Content Retrieval (Uses HTTF)

Rule that controls connections for a Windows experience.

Custom rule.

Leam mare about rule types
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Step 5: Select Scope

@ rew in
Scope

Specify the local and remote |P addresses to which this rule applies.

Steps:

& PRule Type
| @ Program ‘Which local IP addresses does this rule apply to?
@ Protocol and Ports @ Any IP address

@ Scope () These IP addresses:

@ Action
@ Profile

MName

Customize the interface types to which this rule applies: Customize...
‘Which remote IP addresses does this rule apply to?

® Any IP address
(C) These IP addresses:

Step 6: Select These IP Addresses and Add

ﬂ MNew Inbound Rule Wizard @
Scope
Specify the local and remote |P addresses to which this rule applies.
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Rule Type

Program Which local IP addresses does this rule apply to?
Protocol and Ports ) Ary IP address

Scope @ These IP addresses:

Action | Add... |

Profile

€ & & & & & &

MName

Customize the interface types to which this rule applies:

Which remote |P addresses does this rule apply to?
@ Any IP address

[7) These IP addresses:

Leam more about specifying scope
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Step 7: Add the IP number or IP range you wish to allow through the Windows Firewall
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IP Address [ =2

Specify the IF addresses to match:

i@ This IP address or subnet:

Examples: 152.168.0.12
152.168.1.0/24
2002:59d3b:1a31:4:208- 74ff f=39.6c43
2002:9d3b:1331:4:208: 74ff fe 39:0/112
) This IP address mnge:
From:

To:

Leam more about specifying |P addresses
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Step 8: Make sure that the remote computer whose IP you allowed through the Windows Firewall's set to Static IP and
not Dynamic IP. A Dynamic IP number changes at some point, which then revokes your privileges through the firewall.



